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PIACERE OVERVIEW

GA 101000162

WHY? WHAT? HOW? FOR WHOM?
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PIACERE Context

01/03/2023GA 101000162

1st December 2020 – 30th November 2023

4,4 Million Euros

8 partners from 4 European countries
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Context and motivation

01/03/2023GA 101000162

Virtualization Cloud Computing 

Continuum

(Sec) DevOps 

philosophy

Infrastructure as Code (IaC) 
Enables the automation of several deployment, configuration and management tasks that 

otherwise would have to be performed manually by an operator

Templates Scripts Policies Network 
elements

Cloud 
infrastructure

WHY?
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Context and motivation: general 
challenges

01/03/2023GA 101000162

Market fragmentation of the IaC tools: infrastructure  
provisioning,  configuration,  deployment,  and 
orchestration

Requirement of wide IaC skills

WHY?
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Context and motivation: general 
challenges

01/03/2023GA 101000162

Large variety of competing tools

Focused on a single set of automation steps

(Only) Cloud Computing oriented

Partial coverage of the whole DevOps process

Deficient Trustworthiness and security coverage 

WHY?
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PIACERE Mission

01/03/2023GA 101000162

Automatic code
generation for the
required specific
infrastructure

Model and code level
verification
Security inspection of the
IaC and imported sw
components

Behaviour simulation of the IaC based on
an optimized deployment configuration

Monitor IaC at run-time 
and predict failures that
may trigger self-helaing
mehanisms
Monitor run time 
security

The main objective of the PIACERE project is thus to provide means (tools, methods and 
techniques) to enable most organizations to fully embrace the Infrastructure-as-Code 
approach, through the DevSecOps philosophy

Automatic IaC execution to 
orchestrate the deployment

Support to easily model the
resources, network and 
infrastructural requirements

WHAT? HOW?
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Overall objective
▪ To enable most organizations to fully embrace the Infrastructure-

as-Code (IaC) approach, through the DevSecOps philosophy,
by making the creation of such code more accessible to designers,
developers and operators (DevSecOps teams), increasing the

quality, security, trustworthiness and evolvability of
infrastructural code while ensuring its business continuity by

providing self-healing mechanisms anticipating to failures
and violations, and self-learning from the conditions that
triggered such re-adaptations.

01/03/2023GA 101000162

DevSecOps Engineers deserve the same kind of tools and development environment as any other 
software developer

WHAT?
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Main objectives

01/03/2023GA 101000162

Help the DevSecOps teams to plan the development of the infrastructural models and to create the IaC, 
by providing them with a simple definition of abstractions of execution environments

Provide the DevSecOps Teams with the tools to verify the correctness of the infrastructural models and 
the trustworthiness and security of the IaC and the associated software components

Provide the DevSecOps teams with the tools and environments to simulate, package, release and 
configure an optimized deployment of the IaC

Support DevSecOps teams with the mechanisms and tools to continuously monitor, self-learn and 
plan for (self-)healing and optimize the executable IaC

Validate that the PIACERE framework is suitable to address the needs for infrastructural code in a variety 
of application domains

O1

O2

O3

O4

O5

DevSecOps
Modelling

Language / 
Extensions

DevSecOps
Modelling

Language / 
Extensions

Integrated
Development
Environment

Integrated
Development
Environment

IaC Code
Generator
IaC Code

Generator

Verification 
Tool

Verification 
Tool

IaC code
security 

inspector

IaC code
security 

inspector

Component
security

inspector

Component
security

inspector

Canary
Sandbox 

Environment

Canary
Sandbox 

Environment

IaC optimized
platform

IaC optimized
platform

IaC Execution
Platform

IaC Execution
Platform

Self-learning
and Self -
healing

Self-learning
and Self -
healing

Runtime
Security 

monitoring

Runtime
Security 

monitoring

DevSecOps
framework
DevSecOps
framework Use CasesUse Cases

WHAT?
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Main research challenges

01/03/2023GA 101000162

Large variety of infrastructures (and increasing!!)  

Large variety of IaC tools with limited focus

IaC manual process

Lack of unified IaC lifecycle management

Security and trustworthiness 

WHY?
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PIACERE DevSecOps approach

01/03/2023GA 101000162

HOW?
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PIACERE KRs

01/03/2023GA 101000162

HOW?
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PIACERE’s Key Results (KRs)

01/03/2023GA 101000162

HOW?
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PIACERE’s Key Results (KRs)

01/03/2023GA 101000162

HOW?
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PIACERE Value Chain

01/03/2023GA 101000162

DevSecOps approach for IaC

PLAN, CREATE AND 
PACKAGE

VERIFY TRUSTWORTHINESS

RELEASE   , CONFIGURE, 
CHECK AND DEPLOY

MONITOR, SELF-HEAL, RE-
PLAN

KR1-
DevSecOps 
Modelling
Language

(DOML) KR4-
(DOML-E)

KR3-
Infrastructural 

Code
Generator

KR2-Integrated 
Development
Environment

KR5-
Verificati
on Tool

KR6-IaC 
code security

inspector

KR7- Component
Security inspector

KR8 - Canary
Sandbox 

Environment

KR9-IaC 
Optimiz

ed
Platform

KR10-IaC 
Execution
Platform

KR11-Self-learning and self-
healing mechanisms

KR12- Runtime security monitoring

KR13-PIACERE DevSecOps framework

HOW?

PIACERE design time PIACERE run time
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PIACERE stakeholders

▪ Main PIACERE USERS
• DevSecOps teams
• Application architects
• Platform architects

▪Other PIACERE beneficiaries:
• IT intensive companies
• IoT solution’s vendors
• Cloud vendors
• Companies using the software 

from the IT intensive companies

01/03/2023GA 101000162

DevSecOps teams

Application architects Platform architects

FOR WHOM?
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PIACERE Expected impact

01/03/2023
GA 101000162

Decrease the effort to
create, verify and 
operate trustworthy
IaC.

Ensure the IaC
quality, 
reliability and 
trustability

Increase the 
productivity of 
the DevSecOps
teams, increasin
g the speed of
re-deployment
cycles

Improve the ability of 
DevSecOps teams to 
model, provision, 
configure and deploy 
complex execution 
environments
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PIACERE SecDevOps [KR13]

WP1 Project Management

WP8 Sustainability and dissemination

WP2 Requirements, 
Architecture and 

Continuous Integration

WP3 Plan and create 
Infrastructure as Code

WP4 Verify 
trustworthiness of 

Infrastructure as code 

WP5 Package, release 
and configure 

Infrastructure as Code 

WP7 Use case validation [KR10]Validation and 
assessment

PIACERE DevOps 
infrastructure and 

Continuous 
Integration

User functional and 
non-functional 
Requirements

Canary Sandboxing 
Environment

[KR8] 
IaC Optimized 

Platform (IOP) [KR9] 

IaC Execution 
Platform (IEP) 

[KR10]

Technical functional 
requirements and 

NFR

PIACERE
IDE 

[KR2]

PIACERE  DevOps Modelling 
Language DOML and 
Extensions [KR1, KR4]

PIACERE 
Verification tool 

[KR4]

IaC
CodeSecurity

Incpector [KR5]

WP6 Monitor and plan 
runtime of Infrastructure 

as Code 

PIACERE 
Architecture

Runtime monitoring, self-healing 
and self-learning 

Runtime security 
monitoring [KR11] 

[KR10]

PIACERE 
Infrastructural Code

Generator (ICG) 
[KR3]

IaC Components 
Security 

Inspector [KR6]
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Main achievements P1

01/03/2023GA 101000162

Defined overall
architecture the 
PIACERE design time 
and runtime

First integrated
version of the 
PIACERE SecDevOps
framework

First working
version of all 
individual 
components

Definition of use cases
and definition of 
validation 
methodology

Definition and 
implementation 
of the outreach
strategy

First version of the 
functional 
requirements of all 
Key Results 

Continuous market
watch. Definition of
PIACERE Value
proposition



Thank you!

www.piacere-project.eu //  Contact: juncal.alonso@tecnalia.com

http://www.piacere-project.eu/

