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Towards a holistic approach to the
secure infrastructure avtomation

Improve the ability of (non-)expert DevSecOps teams to model

Desighed to increase
the productivity of
DevOps teams in l1aC
development and
operation through
the provisioning of
an integrated
DevSecOps
framework.

DEV

provisioning, deployment and configuration of applications and
underlying execution environments.

Regain trust in [aC through the DOML verification and the automation
of laC code quality checking for errors and vulnerable

SEC

dependencies, and thus improving laC integrity and applicability.

Avoid vendor lock-in and time consuming manual processes in
infrastructure management, while increasing resilience and

OPS

supporting self-healing.

Guided workflow of
tools from lIaC design
to app lifecycle
management with
monitoring, self
healing and self
learning
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Self-learning and self-
healing mechanisms
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Runtime Security Monitoring
laC Code Security Inspector

Component Security
Inspector

Verify the
trustworthiness of laC

Monitor, plan and
self-heal laC
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Learn more
@QPIACERE project
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